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National Security, Civil Liberties, &
Political Dissent in the United States
Background to the Current Crisis

I his book is about the rippling and sometimes chilling effects
of antiterrorism and national security policy and law on a range
of aspects of American life since the terrorist attacks of Septem-

ber 11, 2001. The early outlines of this story are by now reason-

—the early, quick
passage of the USA Patriot Act and its influence in American

life; the detention of citizens and noncitizens on suspicion or

charges of terrorist activity; increasing government secrecy and

regulation on such varied issues as bioterrorism, cybersecurity,

and a host of other topics: and the growing resistance from civil

libertarians, legislators, citizens, and many others.” This chapter
surveys some of the key developments in that first stage of
antiterrorism policy after September 11. It is but a brief sum-

mary of a wide and complex range of government measures and
responses since September 11, intended to provide an overview
for the general reader rather than in-depth scholarly analysis.
Nor can this volume deal with a number of issues of interna-
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More Secure, Less Free?

The core of this volume goes beyond earlier and more
detailed studies of the Patriot Act, detentions and other early
(and continuing) important issues. The chapters that follow

analyze the effects of antiterrorism in American life by looking

at five other important but more recent and generally under-
studied aspects of antiterrorism beyond the Patriot Act. They
seek to present these issues to a general audience concerned
with policy issues.

* The struggle over some less well-understood recent “sec-
ond wave” attempts to expand and extend federal antiter-
rorism policy, including the Total Information Awareness
(TTA) data mining program supported by the Pentagon;
the Justice Department’s Operaton TIPS (Terrorist
Information and Prevention System) designed to create a
system of national informants on suspicious individuals
and occurrences; the CAPPS II (Computer Assisted Pas-
senger Prescreening System II) air passenger monitoring
and profiling program; Patriot Act II, the Justice Depart-
ment’s plans for a further strengthening of the Patriot Act,

sometimes presumed dead but remaining alive, in part,

through provisions in other legislation; the Defense

Department’s Eagle Eyes program of informants and

reporting; and the Matrix (Multistate Anti-Terrorism

Information Exchange)

The development of antiterrorism strategies at the state
level, including a first surge of strict new laws in the imme-
diate wake of the September 11 attacks, followed by
attempts to extend wiretapping and other authority, and
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National Security, Civil Liberties, & Political Dissent

the coalitions of resistance that have begun to spring up at
the state level.

® The effects of antiterrorism in the American nonprofit
sector, a topic until recently virtually ignored by American
nonprofits and foundations, including the prosecutions of
Muslim charitable leaders for alleged ties to terrorist orga-
nizations, the freezing of assets in those organizations, the

chilling of giving to Muslim charities, and government
attempts to provide guidelines for American nonprofits

and foundations making grants overseas.

® A final chapter examines antiterrorism policy in three
other countries—the United Kingdom, Australia, and
India—as a lens to understand our own experience and to
show that whereas some aspects of the debates over
antiterrorism, security, and liberty are issues in more than
one country, other facets of these conflicts are specific to
particular societies.

Several themes begin to emerge here: the response to exter-
nal threats is tightening through executive action and legisla-
tive acts at home; the means include enhanced surveillance of
noncitizens in the United States (and some citizens as well),
data gathering and profiling of American citizens and nonresi-
dent aliens alike, restrictions on use and release of official
information, limitations on access of foreigners to American
society, and a tightened environment for some aspects of the
work of civil society and the nonprofit sector. These activities
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More Secure, Less Free?

have taken place in several waves—an early wave of antiterror-
ist policy and law in the wake of the September 11 attacks that
was questioned but largely enacted and then a second, overlap-
ping wave of antiterrorist government acts and legislative pro-
posals that encountered much more substantial opposition and
an expanding coalition of critics.

Historical Roots of Government Control
Before September 11

All of this has roots in our history: iSO

One of the earliest such episodes occurred soon after the
founding of the American republic when, in the midst of fierce
conflict between warring parties, Congress adopted the Sedi-
tion Act of 1708. The Sedition Act criminalized political criti-
cism of the new U.S. government and led to a number of con-
victions of political opponents of the Federalist Party, which
had sponsored the act. During the Civil War, President Lin-
coln sought to employ the military to maintain order in the

North and to end the right of citizens to challenge their deten-
o hFogh AgAWHES OFKABESS €ORpIs. Under his orders the

Union army arrested thousands of nonmilitary citizen person-

nel, an action approved by Congress during the war.

plant regular courts.# The Court ended with a ringing endorse-
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National Security, Civil Liberties, & Political Dissent

ment of the Constitution’s role in protecting rights in a time of
national travail, a passage well worth reviewing now: [ilig

Controlling political dissent was again the goal of the Espi-
onage Act of 1917, adopted in World War I during America’s
first period of sustained anticommunism. Under the Espionage
Act, U.S. residents could be jailed for speaking, printing, writ-
ing, or publishing any “disloval, profane, scurrilous, or abusive

language” about the U.S. government or causing, inciting, or
attempting to cause or incite “insubordination, disloyalty,
mutiny, or refusal of duty” in the military.6 The Espionage Act
was upheld by the Supreme Court against a challenge that it
violated the First Amendment rights of free speech and free-
dom of the press when political dissidents were charged with

circulating leaflets “urg[ing] men to refuse to submit to the

draft.”

The Sedition Act of 1918 continued this treatment. Forced

detentions were an issue once again in the midst of World War

I, when anticommunism first entered American political and
legal debate. Thousands of noncitizen residents of the United
States were detained throughout the country in 1919 during

the “Palmer Raids,” which occurred after Attorney General A.
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More Secure, Less Free?

Mitchell Palmer’s home was attacked by anarchists. “Pains
were taken to give spectacular publicity to the raids, and to

make it appear that there was great and imminent public dan-

er. . . . T'he arrested aliens were in most instances perfectly

re

quiet and harmless working people.”® More than five hundred

were forced out of the country, “not one of whom was proved
to pose a threat to the United States.”?
Dissent was once again challenged in the Smith Act of 1940,

which was adopted by Congress and signed into law by Presi-
dent Roosevelt at a time of growing conflict between the
United States and the Soviet Union and the gradual growth of
progressive and left wing groups and unions in the United
States.

’1° The Smith
Act was sparingly used, but it was employed in the late 1940s to
convict eleven leaders of the U.S. Communist Party in a
famous trial. That conviction was later upheld by the Supreme

Court, rejecting a free speech challenge to the Smith Act and
narrowing the free speech dissent available to political dis-
senters. Only in 1957 were the Smith Act convictions actually
reversed by the Court.™
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BOSEE [n 2 time of international conflict and domestic
emergency, a compliant Congress declined to challenge this
blatant use of racial classifications to deny protection of the law
to a particular racial group. And the Supreme Court upheld the
executive branch’s order against an appeal by a Japanese Amer-
ican, Fred Korematsu, who had been charged and convicted
with resisting detention and internment. In dissent, Justice
Murphy wrote prophetically: “Racial discrimination in any

form and in any degree has no justifiable part whatever in our
democratic way of life. . . . [American residents of Japanese ori-
gin and other racial groups] must . . . be treated at all times as

the heirs of the American experiment and as entitled to all the
rights and freedoms guaranteed by the Constitution.”"?

The Cold War and McCarthy periods stand as perhaps the
most widespread use of law to suppress disagreement and punish
dissenting citizens and noncitizens in recent American history.
The history of this period, too, is well known.

until 1957, and it was not until 1967, in U.S. v. Robel, that the
Court unambiguously reasserted freedom of association when
Chief Justice Earl Warren noted: “It would indeed be ironic if,
in the name of national defense, we would sanction the subver-
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More Secure, Less Free?

sion of one of those liberties—the freedom of association—
which makes the defense of the Nation worthwhile.”™4
Attempts to silence dissent were, of course, prominent fea-
tures of executive branch strategies during the Vietham War
era. As in the Cold War and McCarthy eras, the Federal

Bureau of Investigation was a key tool of executive branch

interference with free speech and free association to oppose

progressive and radical groups—and eventually to oppose the
wide swath of American society that came to protest U.S.
involvement in the war in Vietnam.

Congress roused itself to the threats from the FBI and
COINTELPRO only twenty years after the program was
established, in 1976, when a Senate committee headed by Sen-
ator Frank Church revealed the full extent of the program and
severely criticized it. The ramifications of COINTELPRO

continue to this day.

The most well known of the post-September 11 antiterrorism
tools, and the first major one enacted, is the law referred to as
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National Security, Civil Liberties, & Political Dissent

the USA Patriot Act—an abbreviation for the full title of Pub-
lic Law 107-56, which was signed into law by President Bush

on October 26, 2001:

early as September 13, 2001, Senator Orrin Hatch proposed
loosening the restrictions on wiretapping of phones and other
communications. Senator Patrick Leahy of Vermont tried to
slow the progress of this legislation: “I worry that we may run
into the situation where—all of us have joined together in our
horror at these despicable, murderous acts in New York and at
the Pentagon—we do not want to change our laws so that it
comes back to bite us later on.”* But those amendments
passed quickly, and there was more to come.
As Senator Leahy put it:

What does this do to help the men and women in New York
and their families and those children who were orphans in an
instant, a horrible instant? . . . Maybe the Senate wants to just
go ahead and adopt new abilities to wiretap our citizens.
Maybe they want to adopt new abilities to go into people’s
computers.

. [D]o we really show respect to the American people by
slapping something together, something that nobody on the
floor can explain, and say we are changing the duties of the
Attorney General, the Director of the CIA, the U.S. attor-
neys, we are going to change your rights as Americans, your

rights to privacy?
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do that. But what have we done to stop terrorism and to help
the people in New York and the survivors at the Pentagon?*7

In the words of Attorney General John Ashcroft, the act “pro-
vide[s] the security that ensures liberty. . . . First, it closes the
gaping holes in our ability to investigate terrorists. Second, the
Patriot Act updates our anti-terrorism laws to meet the chal-
lenges of new technology, and new threats. Third, the Patriot
Act has allowed us to build an extensive team that shares infor-

mation and fights terrorism together.”*® Civil libertarians saw
it differently. In the words of the

The Patriot Act is a complex and broad statute, and this
brief review for the general reader seeks only to provide a gen-
eral picture of the act. The Patriot Act has been covered in
considerable detail by a number of legal and other scholarly
commentators; that in-depth legal and scholarly analysis of the
Patriot Act is cited in the Further Readings section as well as in

SHCHASICEINPHORESIRANESAIN But the political environment

after September 11 provided the opportunity for congressional
adoption, and, as other commentators have discussed, the
debate was over rapidly.?° Though adopted in less than two

This content downloaded from 139.184.14.159 on Wed, 19 Jul 2017 12:38:09 UTC
All use subject to http://about.jstor.org/terms




American Civil Liberties Union 




National Security, Civil Liberties, & Political Dissent

months, the Patriot Act is a lengthy and highly complex
statute. In this chapter, we discuss in very general terms some
of its most important or controversial elements before moving
on to a discussion in more detail of the second wave of antiter-
rorist policy and law in chapter 2.

The New Crime of Domestic Terrorism

The Patriot Act enlarged the laws countering terrorism to pro-

vide for a new crime of “domestic terrorism,”

organizations and individuals in the United States. The new

offense was defined broadly to include “acts dangerous to
human life” intended to “influence

rorist” activities—may trigger prosecution under the act. The

breadth of this definition of domestic terrorism has been the

subject of substantial controversy. Civil libertarians, conserva-

tive privacy activists, and others cite a range of organizations—

including the antiabortion group Operation Rescue—as exam-
ples of groups that could come within the new definition of
domestic terrorism, and they argue that investigation and pros-

ecution of terrorists are already amply covered under existing
criminal law. Others argue that these concerns are substantially
overdrawn, that the new powers will be sparsely employed, and

that sufficient checks are in place to limit government excesses.
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The New Surveillance & Search Powers of Law Enforcement

New Dangers to Personal Records As originally passed, the
Patriot Act also permits law enforcement authorities to obtain

medical, financial, student, computer, and other personal
records from “third party” holders of those records under sec-
tion 215, without notice to the target of the investigation,

without explicitly tying the search to terrorism or spving, by

recourse to the semisecret Foreign Intelligence Surveillance
Court.

ble cause” under the Fourth Amendment to the Constitution.
So even speech activities, such as political statements or mate-
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rials read can trigger this sort of largely unrestricted surveil-
lance and information order. Nor is the government required
to show that the person concerned is an “agent of a foreign

power,” as previously required by law.

Section 505 of the act also permits federal authorities to
obtain records from credit reporting firms, Internet service
providers, and telecommunications companies through
“National Security Letters” issued by the FBI without a
requirement of suspicion that the individual targeted is
involved in terrorism.

As discussed later in this chapter, faced with substantial

opposition from a growing alliance of libraries and other infor-

mation providers and archivists, the government was forced to
announce in the fall of 2003 that section 215 had not yet been
specifically employed to obtain information from libraries or

other sources. In 2003 and 2004 a national movement to
amend section 215 of the Patriot Act gathered force, with a
coalition of civil liberties organizations, the American Book-
sellers Association, American Library Association, Gun Own-
ers of America, the American Conservative Union, and other
conservative groups, along with more than a million petition
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More Secure, Less Free?

signers lobbying for the SAFE Act, which would relax some of
section 215 and other more severe portions of the Patriot Act.

At the same time, new doubts arose about the use of section
215 after the attorney general’s 2003 statement that it had not
yet been employed. In May 2004, the Justice Department told
a Detroit federal district court judge hearing an ACLU chal-
lenge to section 215 that the Justice Department could not
“undertake an obligation to keep the court informed on an
ongoing basis if and when the government seeks a section 215
order,” raising the possibility that section 215 might have been
utilized since the attorney general’s 2003 statement.?' No such
assurances were made with respect to section 505, and in fact a
significant number of National Security Letters seem to have
been issued.??

Wiretapping and Foreign Intelligence Earlier law had main-
tained a certain barrier between the gathering of information

for intelligence purposes and for criminal investigation pur-
poses

The Patriot Act has substantially lowered this wall, providing
the government with enhanced powers to collect information
related to foreign intelligence and loosening the requirements
for that collection of information. Under the act, the Justice
Department has reduced the barrier between intelligence sur-
veillance and criminal investigations, increasing the informa-

tion available to prosecutors on non-intelligence-related

crimes by allowing them access to data collected during intelli-

gence wiretaps and surveillance. Now only a “significant” pur-

pose of the search need be collecting foreign intelligence, a
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considerably less restricted standard than existed under the
Foreign Intelligence Surveillance Act of 1978 (FISA). The ease
with which wiretapping orders may now be obtained under
FISA, after the relaxing amendments of the Patriot Act; the
easy availability of “emergency” FISA orders—with even fewer

protections; and the weakening of the wall between intelli-

gence investigations and criminal prosecutions may have con-

tributed to the fact that “FISA orders now account for just over

half of all federal wiretapping conducted” according to a major

human rights organization.?4

Dealing with Technology and Terrorism: The Addresses and Content
of Communications The Patriot Act also expands the use of so-
called trap and trace searches, permitting the government to
gather information based on the “addresses” of communica-
tions rather than the content of those communications. This
procedure has been allowed in a limited form for a number of
years, but section 214 expands the ability of the government to
undertake the trap and trace (also called “pen register”)
searches by enlarging such wiretapping orders issued by a fed-
eral judge to cover the entire country, not just the specific judi-
cial district in which they are issued; allowing agents to com-
plete required information after a judicial order has been
issued; and applying the trap and trace rationale to the Inter-
net. Each of these powers potentially substantially weakens
earlier protections.

The CIA, the FBI, and Domestic Surveillance In the wake of the
abuses of the 1950s, 1960s, and 1970s, the Central Intelligence
Agency had been prohibited from engaging in domestic intelli-
gence work, and the FBI had been prohibited from conducting
surveillance on political dissidents outside normal investigative

limits. The Patriot Act now provides the CIA, through the
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director of central intelligence, with a role in defining domestic
intelligence requirements. And in May 2002, the attorney gen-
eral sharply expanded the ability of the FBI to monitor political
organizations and public dissent, reversing earlier regulations
adopted after the abuses of the 1960s and 1970s.%5

Other surveillance mechanisms, operating or failed—such
as the Total Information Awareness project established at the
Defense Department, Operation TIPS, watch lists maintained
over air travel by the Transportation Security Administration,
plans for the passenger monitoring and profiling system,
CAPPS 11, including the uses of CAPPS II beyond identifying
potential terrorists, the Matrix database in development at the
state level, and the military’s Eagle Eyes program, are dis-
cussed in chapter 2.

The Treatment of Noncitizens

Under the Patriot Act, residents of the United States who are
not American citizens came under special scrutiny. In the
immediate wake of the September 11 attacks, immigration and
interrogation sweeps were undertaken against thousands of
immigrants and aliens, many of Arab and Muslim background.

hate'and haphazard:” Those detentions were also plagued by

extensions of time in custody without charge at the order of the

Justice Department, refusals to allow communications with
lawyers, and a policy of refusing bond to those picked up in the
initial sweeps. A host of public interest legal organizations filed
a suit in 2001 seeking the names and circumstances of those
picked up in the post-September 11 sweeps. After an initial
victory, a federal appellate court allowed the government to
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retain secrecy over the sweeps, on the grounds that the “judi-
ciary owes some measure of deference to the executive in cases
implicating national security.”?¢

Between the summer of 2002 and late April 2003, the Jus-
tice Department conducted a much-criticized “registration”
program for noncitizens from some 2§ countries, mostly Arab

and Muslim states.

.27 Civil liberties and mainstream organizations crit-
icized the haphazard nature of the registration program, some
organizations likened it to singling out Jews during the Nazi
era, and conservatives called the program ineffective and over-
reaching.?® A number of aliens were deported or barred from
returning to the United States, and none have, it appears, been
charged with any terrorist activity as a result of the registration
program as of early 2004.

Interviews were also conducted with several thousand Arab
and Muslim men in 2002 and 2003, a process extended to Iragi-
born citizens and aliens when war with Iraq was imminent. Asy-
lum seekers from thirty-three suspect Arab and Muslim nations
were also automatically detained in a program calle

” And of perhaps even more concern for the
future, the number of refugees invited to settle in the United
States has been on a substantial decline since September 11, and
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local police and other authorities are increasingly being drawn
into federal immigration enforcement.

The Struggle over the Detainees

Attempts to understand the legal and policy implications of the
controversial detentions since the September 11 attacks are
complicated by the fact that the detainees held by the U.S. gov-

ernment fall into not one but several categories.??

Noncitizen Combatant Detainees Held at Guantanamo Bay One
important category of post-September 11 detainees is nonciti-
zen, international detainees taken into custody in Afghanistan,
Pakistan, Bosnia, and elsewhere. By 2003, over six hundred of
those “battlefield detainees” from more than forty countries
were held at Guantanamo Bay at a camp established at a U.S.
naval facility.

Nor have the Guantanamo detainees been

identified as criminal suspects, for that would entitle them to
certain rights in the U.S. criminal justice system.

The distinction between “prisoner of war,” entitled to cer-
tain internationally mandated protections, and “enemy combat-
ant” or “battlefield detainee,” entitled to far fewer legal protec-
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imprisoned in the United States and then, through the crimi-
nal justice system, pled guilty to assisting the Taliban.

This content downloaded from 139.184.14.159 on Wed, 19 Jul 2017 12:38:09 UTC
All use subject to http://about.jstor.org/terms

19


So this really sums up where the debate ? Conflict of interest conforming to the Geneva Conventions regarding prisoners of wars and conflict of interest charging them as criminals  




20

More Secure, Less Free?

The cases of two other U.S. citizens held by the U.S. gov-
ernment have turned out to be far more complex. One of these
citizens, Yaser Hamdi, was captured abroad, in Afghanistan.
Another, Jose Padilla, was arrested in Chicago. Both have been
held as enemy combatants and refused counsel, and their cases

have become major tests of government policy toward citizen

detainees.

Yaser Hamdi was born in Baton Rouge and spent most of
his childhood in Saudi Arabia. Like Lindh, he was captured in
Afghanistan, allegedly while assisting the Taliban—but
because he is being held incommunicado and the government
has released little information about him, we know equally lit-
tle about his alleged activities. After his capture in Afghanistan
in 2001, Hamdi was taken to Guantanamo and then transferred
to a military prison in Charleston, South Carolina, after his
U.S. citizenship was confirmed.

and denied access to a lawyer, but he has not been charged. In

2002 a U.S. federal judge ordered that Hamdi be able to meet

BEEBH The appellate court again vacated the district judge’s
order, holding that “Hamdi’s detention conforms with a legit-

imate exercise of the war powers given the executive.”
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> And there were several

ringing dissents. In late 2003, the government finally allowed
Hamdi access to a lawyer. And in early 2004, the Supreme
Court agreed to hear the Hamdi case and to decide whether
U.S. citizens such as Hamdi, detained outside the United
States, may be held indefinitely and under what conditions.3°
Jose Padilla is another U.S. citizen, now held outside the
criminal justice system, whose case has produced significant
controversy. Padilla was arrested at O’Hare Airport in Chicago

in 2002 and designated an enemy combatant. The attorney
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the courts to review determinations made by the federal gov-
ernment in its war powers and national security roles.

The Remaining Detainees: Noncitizens Arvested in the United
States 'T'wo other detainee cases have raised special contro-
versy. Ali Saleh Kahlah al-Marri, a citizen of Qatar, was
arrested in the United States at the end of 2001 on suspicion of

assisting Al Qaeda. Ratheraninigallysbengield as

ut shortly before his trial
was to begin, the government changed Hamdi’s status to

enemy combatant, dismissed the charges against him, and
transferred him to the same Charleston military jail holding

Hamdi and_Padila. [Ileresliesis ot allowed access e
lawyers who were defending him on the criminal charges.

It is not clear why the U.S. government made this abrupt
choice. Some civil liberties organizations believe that al-Marri
had a reasonable chance of suppressing some of the govern-
ment’s evidence in the criminal case and perhaps even of win-

ning acquittal. The government has said that new information
was developed on al-Marri’s ties to terrorism and that it was
“confident” that the Justice Department would have won the
criminal case.3!

A considerably more well-known noncitizen detainee
arrested in the United States has also been threatened with a
change in status from criminal defendant—with a range of pro-
tections available—to enemy combatant, particularly if the
government does not have its way with the conduct of his trial.
This is Zacarias Moussaoui, an Arab who grew up in France,3?
who was charged with assisting the September 11 terrorists.
For nearly a year and a half, Moussaoui was allowed to repre-
sent himself, and his erratic filings and statements further dis-
rupted the proceedings in his case. But in 2003, a federal dis-
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trict court decided that Moussaoui had the right to take a depo-
sition from an alleged Al Qaeda member captured in Pakistan.
The government appealed, arguing that upholding the deposi-
tion order would interfere with military operations and inter-
rogations abroad and that the individual captured in Pakistan

In a separate
case, Rasul v. Bush, the nearly 60o noncitizens held at Guan-
tanamo Bay were also permitted to challenge their detention in
the courts. In the case of Jose Padilla, the Court, by a 5-4 deci-
sion, required that Padilla refile his case in a lower federal court,
thereby avoiding a direct decision on that matter. ¢
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... [A] state of war is not a blank check for the President when it
comes to the rights of the Nation’s citizens.”35 In March 2006,
the Supreme Court heard arguments on plans to try Guan-
tanamo detainees before military commissions and on whether
the Detainee Treatment Act, passed by Congress in 20053,
deprived the federal courts of jurisdiction over Guantanamo
detainees.3%

The New Attacks on Releasing Government Information

Because of a range of actions separate from the Patriot Act,
public access to official information has clearly suffered since
September 11. In the first wave of executive action after the
attacks, the Justice Department limited citizens’ access to gov-
ernment information under the Freedom of Information Act
by increasing the use of exemptions to providing information.

his substantially weakened an earlier standard for
release of official information under the act—that information
should be released unless it would result in “foreseeable harm.”

nder the 2002
Homeland Security Act, Congress also added a broad and
vaguely worded exemption for information on “security or

critical infrastructure” to the range of data that the govern-
ment need not disclose. Furthermore, as discussed in chapter 4,
the White House has also strongly pushed government agen-

cies to refuse to release a broad category of “sensitive but non-
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part of an initial pattern of deference to the executive branch

that was among the troubling aspects of the post—September
II era.

The Patriot Act & the Growing Power of Alliance
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as bookstores and libraries—from divulging those requests. The

attorney general announced in October 2003 that the govern-
ment has not yet made use of section 215 in its investigatory
work. The notification, which came in the form of
declassification of the secret information relating to the use of
section 215, was for the purpose “that the public not be misled
regarding the manner in which the U.S. Department of Justice,
and the FBI in particular, have been utilizing the authorities pro-
vided in the . . . Act.” The attorney general pointedly noted that
the Justice Department and the FBI “have not been able to
counter the troubling amount of public distortion and misinfor-
mation in connection with Section 215.”37

In legal terms it probably meant some-
what less, for the government has certain other tools available
(such as National Security Letters) to obtain similar informa-
tion. And, as one prominent Washington watchdog organiza-
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government unchecked and out-of balance powers. In the end,

such questions—and the underlying public distrust of govern-
ment—can be put to rest only when government is less secre-

tive, reports forthrightly on its use of the tools our laws grant

This content downloaded from 139.184.14.159 on Wed, 19 Jul 2017 12:38:09 UTC
All use subject to http://about.jstor.org/terms




The power of civil society in the fight against an extending and encroaching executive power




National Security, Civil Liberties, & Political Dissent

it, and thereby shows a stronger commitment to the demo-
cratic process.”3® As noted earlier, the Justice Department’s
refusal to provide information on section 215 usage to a federal
court in Detroit hearing a civil liberties challenge to the provi-
sion raised some renewed concerns in 2004 about the utiliza-
tion of section 215 after the attorney general’s September 2003
assertion that it had not yet been used.

of those rétreats. But it also is important to note, as the follow-

ing chapters often do, that growing alliances—often involving

civil libertarians; conservative privacy activists; libertarians; and

even gun owners, antiabortion activists, and others—have

plaved substantial roles in defeating or slowing the enactment or

implementation of antiterrorist measures, especially in the sec-
ond wave of measures proposed after the Patriot Act. As dis-
cussed in chapter 2, the American Civil Liberties Union has

played a leading role in forming these alliances.

Considerable portions of the more controversial parts of
the original Patriot Act—particularly those relating to surveil-
lance authority and foreign intelligence—will “sunset,” or
expire, at the end of 2005 as the result of compromises made
when the Patriot Act was originally adopted in 2001. These
sunset provisions include wiretapping in terrorism cases, shar-
ing of wiretaps and foreign intelligence information, roving
wiretaps, “trap and trace” authority, the controversial access to
business records (the “library” issues), national service of
search warrants, and other important provisions.39 Already the
battle has been joined on whether these important parts of the
Patriot Act should be renewed—as the president forcefully
advocated in his State of the Union speech in January 2004—
or scrapped. The alliance building of the last several years on
particular portions of the act, and particularly on second wave
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In the building of opposition alliances and the approaching
sunset clauses, the Patriot Act adopted with such fervor and
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would soon be followed by a second wave of antiterrorist poli-

manent. But a number of the most controversial sections were
enacted so as to expire at the end of 2005. The renewal or
amendment or final expiry of these sections became the main
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issues in the renewal of the Patriot Act, particularly in late

After two extensions, lengthy debate, and some compro-
mise, the renewal was approved by the House of Representa-
tives in early March 2006 and signed by the president. [IThe

attached to section 215 0rders] Although significant portions

of the Patriot Act were made subject to reauthorization in
2001, only two provisions remain “sunsetted” under the 2006
reauthorization. FBI roving wiretaps and the seizure of busi-
ness records were reauthorized in March 2006, but they must
be renewed in another four years by Congress, or they will
lapse.4*
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